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Editorial Words 

 

Dear esteemed readers, 

 
It is my great pleasure to welcome you to the latest edition of ASEJ, the academic journal that brings you the latest research in 

the fields of law, economics, logistics, finance, psychology, criminology, computer science, and security. This issue features a 

diverse range of articles from leading experts in these fields, showcasing their latest research and insights into current trends and 

challenges. 

As we continue to face unprecedented challenges and rapidly evolving technological advancements, it is more important than 

ever to stay up-to-date with the latest research and trends in these fields. This issue of ASEJ offers valuable insights and 

perspectives that are essential for anyone seeking to stay at the forefront of their respective disciplines. 

We would like to take this opportunity to express our sincere gratitude to the authors for their hard work and contributions to 

the advancement of knowledge. We would also like to acknowledge the invaluable support of the Bielsko-Biala School of Finance 

and Law for their continued commitment to publishing this journal, which serves as a platform for the exchange of the latest 

knowledge and insights. 

Virtual reality (VR) technology has been advancing at a rapid pace, and with its growth come a range of challenges in various 

fields, including economics, law, security, and computer science. In the realm of economics, one challenge is determining how to 

integrate VR technology into existing business models. VR has the potential to revolutionize the way companies conduct business, 

but it also requires significant investment and infrastructure to do so. Additionally, there are concerns about how VR will impact 

the job market, as it could potentially eliminate the need for certain types of jobs while creating new ones in the VR industry. 

In this issue, we also explore the growing significance of virtual reality in law, economics, finance, and security. As VR 

technology continues to evolve, it presents both opportunities and challenges in these fields. For example, in economics, VR has 

the potential to revolutionize the way businesses operate, but it also requires significant investment and infrastructure. In law, the 

use of VR raises important questions around data protection, privacy, and intellectual property rights. In finance, VR can be used 

to enhance customer experiences and provide new insights into investment opportunities. In security, VR presents new risks and 

challenges, such as ensuring the safety of users and protecting sensitive data from cyber threats. 

We hope that this issue of ASEJ will prove insightful and informative for our readers, and we look forward to your feedback 

and contributions in future editions. 

 

Sincerely, 

 

 

Dr Muhammad Jammal 

Editor of the ASEJ, Issue 4, Volume 26, 2022 
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7Abstract— In the era of galloping globalization and the world of 

new information technologies, the vast majority of social life has 

developed. Unfortunately, along with the global progress of 

digitization, cybercrime has also developed. Traditional criminal 

organizations have taken a liking to cyberspace as a place not only 

to commit crimes, but also to exchange information or ordinary 

communication, which is more difficult to recognize by law 

enforcement than that conducted in the real world. The crime of 

the virtual world has also created a different type of crime, more 

individual, functioning in a specific network without special 

personal and hierarchical dependencies. The main determinants 

of this type of crime that create criminal networks seem to be, for 

example, illegal Internet markets where goods are exchanged or 

payments are made for legally prohibited services, or Internet 

forms where illegal correspondence is conducted. The aim of the 

article is to present the phenomenon of cybercrime and the 

structures in which cybercriminals operate and find themselves. 

Keywords— cybercrime, criminal structures, criminal networks, 

individual criminal, organized crime. 

 INTRODUCTION  

Cyberspace is an evolving, dynamic complex system, 

regardless of the assumed technical, information or social 

values (Worona, WKP 2020). Cybercrime is a concept fully 

sanctioned in the Council of Europe Convention on Cybercrime 

(Council of Europe Convention on Cybercrime drawn up in 

Budapest on November 23, 2001, Journal of Laws 2015.728), 

which proves the extent of this type of crime and the threats it 

poses to the citizens of the signatory countries. It also confirms 

the supranational, cross-border dimension of this phenomenon 

and indicates the need to use international procedures to combat 

it (see Golonka, 2016). Thus, the administrative borders of 

countries are no obstacle for cybercriminals because they 

operate in the virtual world. When presenting the issue, it is 

impossible to omit the concept of cyber security. This is another 

term that has been included in a legal act of the rank of an act 

in the Polish legal system. According to this definition, it is the 

resistance of information systems to actions that violate the 
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confidentiality, integrity, availability and authenticity of the 

processed data or related services offered by these systems (Act 

of July 5, 2018 on the national cybersecurity system, Journal of 

Laws of 2018, item 1560). Nevertheless, there is a view in the 

literature that cybercrime is a term that is as vague and 

questionable as the concept of organized crime. It refers to 

criminal activity related to IT infrastructure, namely the Internet 

(Finklea & Theohara, 2013). Cybercrime covers different types 

of criminal behaviour, namely attacks on the integrity and 

availability of information technology, which in turn can be 

used for various predatory crimes such as fraud, forgery, theft 

and extortion. Masiukiewicz draws attention to the online 

operation of the mafia, which is an example of organized crime 

to a very advanced degree. As a very accurate example, he 

points to sport - as a new crime sector. The presented procedure 

concerns totalizator sports bets carried out all over the world, 

which are controlled by criminal circles. It describes the 

criminal scheme in the way presented by Kurowski, which 

presents a model of criminal business. There are licensors of the 

idea and coordinators, there is a network of legal and criminal 

institutions, there is a relocation of various activities, there is a 

certain openness of the system - access via a boarding school, 

it is difficult to detect the procedure (and there is no reaction 

from international institutions) and a high leverage of value 

growth is created (Masiukiewicz, 2015). Cyberspace is also a 

market for all kinds of illegal goods, such as drugs or pirated 

movies (Finklea & Theohara, 2013) or child pornography. A 

distinction is commonly made between information 

technology-enabled crimes and information technology-

enhanced crimes (Choo, 2008). It is worth noting that 

cyberspace is not only a virtual world limited to the Internet, 

but one can actually perceive the essence of cyberspace creating 

the concept of creating a kind of parallel environment, which is 

a new dimension for human activities (Wasilewski, 2013) as, 

for example, the dark side of the Internet referred to as called 

Darknet. 

Cybercriminals and criminal structures in the 

world of organized crime 

Wojciech Jakubiec1 

1 Bielsko-Biala School of Finance and Law 

Poland 
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 CYBERCRIME IS A FORM OF INTERNATIONAL ORGANIZED 

CRIME 

Addressing the issue of international organized crime will be 

incomplete without discussing cybercrime. Global 

computerization and increasingly easier access to IT 

workstations and other mobile devices have led to the 

emergence of new ways of conducting cross-border crime and 

created new criminal structures. Cybercrime, cyberterrorism, 

illegal use of information technologies are new areas of activity 

of organized crime (Wódka, 2015), which generate profits or 

legalize the obtained funds. It is impossible to share the position 

that cybercrime is exclusively a supranational phenomenon. 

Some crimes committed in cyberspace are limited to the 

national or even local level. With the development of the virtual 

network, new forms of crime appeared, and yes, in the literature 

you can find the well-known term cyberterrorism or stalking, 

although the latter term differs from organized crime. The term 

cyberterrorism can be understood as behaviors such as: those 

that undermine the foundations of the functioning of democratic 

states and societies, the security of international relations, the 

freedom of political choices in various countries, dismantling 

communication or energy transmission systems based on 

computer systems (Sobczak, 2019). It is impossible to omit a 

feature that requires special attention, namely the free crossing 

of the borders of this type of crime. One can go a step further 

and ask the question, does cybercrime have a limit? Certainly, 

the administrative border is not the border of the virtual world. 

More frontiers of cybercrime should be sought in less modern 

areas. The phenomenon of cybercrime should also be 

considered as organized crime appearing in specific structures 

and operating patterns. Is there a direction in today's world 

where organized crime is heading towards cyberspace, an area 

that seems to be a mirror of galloping globalization and 

computerization? This question can be answered by citing the 

example of the operation of the CarderPlanet internet forum in 

2001-2004, whose basic function was an illegal marketplace for 

stolen data, and it was also a place where professional criminals 

met (see Woźnica, 2014). At the same time, it was a fully 

organized enterprise that gathered around itself the criminal 

environment. So, more than twenty years ago, there was a case 

where organized crime was beginning to emerge in cyberspace. 

Referring to cybercrime as an international organized crime, it 

is worth noting that cyberspace is considered attractive to 

criminals due to the perceived anonymity and virtually limitless 

nature of the Internet, enabling them to exploit the opportunities 

of crime in large geographical differences in relative safety 

before the intervention of law enforcement agencies (Finklea & 

Theohara, 2013). The virtual world has become an area of 

activity for individual criminals as well as organized criminal 

groups, extremist circles and terrorist organizations. The 

Internet is used to organize and carry out criminal activities, 

serving as a communication tool, marketplace, place of 

recruitment and provision of financial services (Safjański, 

2016). In principle, it is easy to see the activities of international 

organized crime, which, however, does not contradict the 

activities of individual criminals in virtual reality. Organized 

crime, which is an internal dilemma for many countries, over 

time has become a painful side of globalization, because the 

globalization of economic systems and technological 

development in the field of transport and communication have 

not only created great opportunities for global economic 

development and mutual communication, but also contributed 

to the creation of new favorable circumstances for the 

development of international crime (Wątorek, 2017). Crimes 

committed by members of international criminal groups mainly 

include: corruption, money laundering, counterfeiting, property 

crimes, human trafficking, environmental crimes, drug crimes, 

and cybercrime (Wódka, 2015), it is worth noting that yes, it's 

a closed directory. In the past, cybercrime was considered to be 

the domain of technically highly skilled criminals, but the 

"deskilling process" (McGuire, 2012) has been observed, where 

any person, even with not very high knowledge, can commit a 

crime, and knowledge in the field of computer science has 

become generally available. 

 STRUCTURES OF ORGANIZED CRIME IN CYBERSPACE 

Cybercrime is not necessarily organized in the sense that it 

involves the cooperation of several criminals. Among the 

members of criminal organizations there may be various forms 

of cooperation or mutual dependence, e.g., loose contacts or 

knots. Some criminal structures use information technology to 

support criminal enterprises, others use information 

technology, namely digital encryption, for internal 

communication. Finally, an important distinction must be made 

between criminal structures that arise in real life and those 

criminal structures that emerge in cyberspace involving people 

who may never have met face to face in the real world. There 

has been debate about what existing criminal organizations 

have moved to in cybercrime and to what extent criminal 

structures in cyberspace resemble criminal structures in the real 

world. Much of this debate is highly speculative and suffers 

from conceptual confusion (McCusker, 2006). Entrepreneurial 

criminal structures can exist in the form of markets, networks 

or organizations (illegal companies). Illegal companies 

operating in cyberspace, as far as is known, usually exist in the 

form of individual entrepreneurs, partnerships and small 

groups, with a low degree of vertical and horizontal integration 

(Holt, 2013), which is not the same as the statutory concept of 

a criminal group. Perhaps there are no major differences 

between the real and virtual world in this regard. Zirpinis 

presented an interesting view on crime involving entrepreneurs, 

which can be compared to the structures found in cyberspace. 

The broadly understood corporate crime includes many of its 

manifestations, corresponding to various juridical forms. 

Within its transitional scope, there are mainly those that consist 

in violating the rules (prohibitions and orders) in force in the 

operation of enterprises. It also covers various types of crimes 

for which the company is only a cover or a means to commit 

them. While the former belongs to understood economic crime, 

the latter derive from traditional crime, most often economic 

(e.g., fraud) or other forms of it (e.g., espionage, drug 

trafficking, etc.). Relatively widespread manifestations of crime 

of enterprises of the second category in Western European 
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countries are the so-called fraud companies (Schwindelfirmen) 

and so-called masking companies (Tarnfirmen), whose traces 

we come across in our reality. The name of a fraud company, in 

a broad sense, refers to all undertakings consisting of in 

systematically offering little or completely worthless services 

under the pretext that they will bring significant benefits at 

moderate prices, while using dishonest means to lead the 

contractor to an unfavorable his economic decision. More 

narrowly understood, it means such companies whose 

existence, and usually the very creation, is based on fraudulent 

machinations. Their activities are so saturated with criminal 

economic machinations that switching to a legitimate business 

would spell their downfall. Masking companies hide their 

ultimate goal - illegal activity under the guise of a legitimate 

business enterprise of any industry. For their owners or 

shareholders, the economic effects of legal activity do not 

matter and they try to fulfill all obligations arising from it 

scrupulously. This feigned existence of the company is financed 

from illegal and lavish sources, such as drug, arms, human 

beings or espionage (Zirpinis, 1959). The main differences 

between cyberspace and the real world in relation to criminal 

organizations are the way in which these individual criminals 

and criminal groups are related to each other and what 

interdependencies exist between them. In the real world, 

individuals and smaller organizational units are usually 

embedded in larger criminal networks that use ties, in which the 

cooperating criminals are related to each other by various types 

of more or less loose ties (Kędzierski, 2014). In cyberspace, 

markets seem to be the dominant coordinating mechanism. This 

is particularly the case in the core area of cybercrime where 

vulnerabilities in IT infrastructure are exploited for profit (Holt, 

2013; Holt & Lampke, 2010). 

 THE INVOLVEMENT OF CYBERCRIMINALS IN 

INTERNATIONAL ORGANIZED CRIME 

Cybercriminals do not have to cooperate with trusted 

accomplices in committing crimes, they do not have to know 

each other at all, and they do not even need to know their 

geographical location. Criminals specialized in a specific field 

offer their products or services to virtually anyone who decides 

to pay the requested amount. A common payment method is 

peer-to-peer, and it is not uncommon for payments to be made 

using virtual currencies. Such a payment system makes it much 

more difficult to track the funds transferred. Internet forums and 

portals perform not only economic functions but also act as 

platforms for the exchange of illegal goods and services. They 

also perform important non-economic, social functions, such as 

communication and exchange of views. Internet portals are a 

key mechanism through which criminal associations develop in 

cyberspace. Association criminal structures facilitate contacts 

between criminals; they confer status, reinforce deviant values, 

and are an arena for the exchange of information relevant to 

criminal law. In online discussions, feedback posts or forum-

based rating systems, users of online forums collectively 

establish  and reinforce subcultural norms and values that 

determine how cybercriminals in general or in specific areas of 

crime should behave (Holt et al., 2010), including also in case 

of contact with law enforcement authorities. For example, 

forums for exchanging stolen bank details emphasize things 

like timely delivery and quick response to customer complaints 

(Holt & Lampke, 2010). An indispensable advantage that 

accompanies online forums is anonymity, which is much more 

difficult in the real world. More and more often there is a 

position that the entry of traditional organized crime groups into 

cyberspace, in accordance with the often put forward claim, 

there is a tendency for more and more frequent use of 

cyberspace by conventional criminal groups. An appropriate 

example here will be, for example, the money laundering 

procedure, where you can perform financial operations 

practically anywhere in the world, having only an IT 

workstation with access to the Internet. 

 CONCLUSION 

The degree of organization of cybercriminals seems to be 

rather low, the development of criminal networking can be 

observed much more (Kędzierski, 2014). Today's IT solutions 

make it possible for individuals to cooperate with each other to 

an extent that  

has never been possible before in history (Sztokfisz, 2018). 

Individual criminals and minimalist criminal groups, 

specialized in providing a specific good, tool or service, 

respectively, contribute to complex criminal patterns without 

belonging to overarching criminal organizations. There is no 

personal hierarchy among them. Instead, participants interact as 

partners in market transactions with online forums serving as 

virtual marketplaces for illicit ventures, sometimes referred to 

as the "black market" (see Brol, 2018). Virtual marketplaces 

created outside the law enable a wide range of criminals to 

commit crimes, even if they do not have sophisticated technical 

skills, increasingly less computer skills are enough. This is a 

potential gateway for conventional criminals, who may not be 

technically skilled and may be against the use of technology, 

which may prove too difficult a tool for them. However, the 

virtual world offers crime education, you just need to get to the 

right places. Illegal Internet forms offer a number of 

instructions not only on how to commit crimes but also on how 

to avoid criminal liability and remain anonymous. 
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